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M
any benefit fund administrators have em-
braced the Internet as an invaluable medium 
for communicating with their participants, 
employers, trustees and providers. Most use 
customized websites as the face of the benefit 

fund on the Internet. Progressive adopters of this technology 
offer secure “self-service” portals on their websites, essentially 
giving site visitors access to a 24/7 virtual employee at the ben-
efit fund office.

These benefit fund websites and self-service portals of-
ten range from simple, one-page static home pages that list 
fund office contact information and provide access to plan 
summaries to content-rich, professionally designed interac-
tive websites that allow plan participants to view eligibility, 
claims history, account balances and pension statements.

As participants increasingly use smartphones and tablets to access the Internet, plan 
sponsors may need to be sure their benefits website is mobile-friendly.
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Many of these sites allow mem-
bers to fill out and electronically 
submit virtual forms to the fund of-
fice. In some cases, participants can 
even make online premium payments 
via credit card or automated clear-
ing house (ACH) bank transactions. 
These robust sites often include a 
portal for providers to securely ac-
cess claims and explanation of ben-
efit (EOB) details or the ability to 
inquire about coverage eligibility for 
a patient. Furthermore, benefit plans 
throughout the industry are realizing 
the tremendous cost efficiencies and 

improved accuracy associated with 
online employer reporting. These re-
mittance portals allow employers to 
file reports and make contributions to 
the fund office electronically.

As so many groups have begun to 
embrace online communications, it is 
extremely important to be prepared 
for the new ways members, employ-
ers and providers are accessing these 
websites. More web users are going 
mobile and expect to be able to access 
their benefit fund website (and all 
websites, for that matter) from their 
handheld devices, specifically smart-

phones and tablets. However, the vast 
majority of websites in our industry 
were designed to be accessed using 
a desktop computer. Most are not 
mobile-friendly, and even fewer offer 
any type of mobile support or smart-
phone “app.”

Cisco Systems Inc. recently released 
its annual Global Mobile Data Traffic 
Forecast Update containing eyeopen-
ing statistics on the explosion of mobile 
web usage.1

•	 Last year, mobile data traffic in-
creased 81% worldwide.

•	 In 2013, smartphone usage, on 
average, increased by 50%.

•	 Last year, the number of tablets 
connected to wireless networks 
increased 2.2 times to 92 mil-
lion.

•	 By the end of this year, there will 
be more mobile-connected de-
vices than people in the world.

With more and more participants 
using mobile devices, information 
technology directors, benefit commu-
nication managers and fund adminis-
trators may want to consider the de-
sign and adoption of a mobile website 
communication strategy as soon as 
possible.

When designing a website to be displayed on different devices—for 
example, a traditional desktop PC, a tablet and a smartphone—it is 
most important that a designer embed functionality that automatically 
identifies the type of device used by the site visitor and correctly 
displays the appropriate version.

technology

takeaways >>
•    Traditional websites typically are viewed on a desktop computer with a large screen, allow-

ing for more content on the site. The amount of content, options, graphics and images need 
to be reduced as screen size is condensed.

•   It’s important to leave enough space between menu options on mobile websites for touch-
screen navigation.

•   Mobile websites should display content such as multimedia, graphics, images and video 
in a more efficient, streamlined design to accommodate for slower speeds due to lower 
bandwidth.

•   A well-designed site supports multiple versions of Microsoft’s Internet Explorer, Mozilla 
Firefox, Google Chrome and Apple’s Safari, as well as the most common mobile operating 
systems.

•   The same security measures used to protect information on websites accessed through 
traditional desktop PCs can be used for access with handheld devices.
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Differences Between PC and Mobile Websites
So what are the major differences between a traditional 

PC website and a mobile website or app?
First and foremost, traditional websites typically are 

viewed on a desktop computer with a screen size of 17 
inches or larger. This size allows for substantially more 
content on the site. The larger screen accommodates more 
complex design elements and more pages and subpages 
and better supports multimedia elements such as graphics, 
audio and video. Simply put, ample content can be posted 
cleanly and efficiently on a traditional desktop PC website. 
Depending on the relevance and utilization of this con-
tent, that may or may not be a good thing.

Navigation presents another point of difference be-
tween traditional and mobile websites. Traditional web-
sites are designed for point-and-click navigation with a 
mouse. Because mobile websites are navigated with the 
“swipe” and “swoosh” of a finger and a tap on the touch-
screen, sites must allow enough space between menu op-
tions for touchscreen navigation.

Design Considerations
When implementing a mobile benefit website, design-

ers have several elements to consider. For example, screen 
size, or lack thereof, on mobile devices presents some 
challenges. Essentially, there is less space to convey the 
message. Most organizations solve this issue by shortening 
messages and posting only the most important pieces of 
information on the site. The smaller screen size of mobile 
devices requires space-efficient content; therefore, design-
ers should eliminate unnecessary text and graphics.

When designing a website to be displayed on different 
devices—for example, a traditional desktop PC, a tablet and 
a smartphone—it is most important that a designer embed 
functionality that automatically identifies the type of device 
used by the site visitor and correctly displays the appropri-
ate version. With the proliferation of mobile web users, this 
functionality is paramount in the design of any contempo-
rary website.

Bandwidth should also be considered in website design 
and implementation. Most mobile web users will be visiting 
the site over a wireless Internet connection with slower band-
width/connectivity speeds than a traditionally hard-wired or 
networked desktop PC. Mobile websites should use a more 
efficient, streamlined design with less bandwidth-intensive 

content (such as multimedia, graphics, images and video) to 
accommodate slower speeds. That being said, this concern 
seems to be waning as network carriers and service provid-
ers try to attract new mobile customers by offering wireless 
networks boasting the fastest speeds with the most bandwidth 
and coverage areas.

Multibrowser and operating system support creates one 
of the biggest challenges for website designers. Designers 
always have had to account for differences in desktop PC 
web browsers that can affect how (and sometimes wheth-
er) a website will display. A well-designed site will support 
multiple versions of Microsoft’s Internet Explorer, Mozilla 
Firefox, Google Chrome and Apple’s Safari. This challenge 
intensifies when designing websites for mobile devices with 
a multitude of operating systems. Each of these operating 
systems and mobile web browsers can dramatically af-
fect how a website performs on a mobile device. Android, 
BlackBerry, iOS from Apple and Windows Mobile from Mi-
crosoft are the most common mobile operating systems. All 
of these should be accounted for in the design of a mobile 
benefit fund website. 

For example, Adobe Flash can create viewing issues on 
mobile sites for visitors using iPads or iPhones since Apple 
and its iOS do NOT support Adobe Flash. Many of us have 
gone to a website using our Apple devices only to have the site 
(or some portion of it) appear blank. Often the site was de-
signed using Adobe Flash. That same site would likely display 
correctly if accessed from a desktop PC or Windows-based 
tablet. Considering the popularity of Apple devices, benefit 
administrators should give pause before using Adobe Flash as 
a design component in their mobile website solution. 

learn more >>
Education
Benefit Communication and Technology Institute 
July 14-15, San Jose, California
Visit www.ifebp.org/benefitcommunication for more information.
mHealth: How Mobile Apps Are Changing Health Care
Visit www.ifebp.org/elearning for more information.

From the Bookstore
HIPAA Privacy for Health Plans After HITECH, Second Edition 
Reinhart Boerner Van Deuren. 2013.
Visit www.ifepb.org/books.asp?8950 for more details.

technology
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Security and Legislative Issues
Protecting member data, particu-

larly electronic protected health in-
formation (ePHI), remains a constant 
concern for benefit funds. Some may 
worry that providing mobile access to 
sensitive information, such as EOBs 
or account balances, will increase the 
fund office’s exposure to Health Insur-
ance Portability and Accountability Act 
(HIPAA) or other security breaches.

In reality, the same security mea-
sures used to protect information on 
websites accessed through traditional 
desktop PCs can be used for access 
with handheld devices. All sites should 
employ Hypertext Transfer Protocol 
Secure (HTTPS) to provide encrypted 
access to site visitors.

Additionally, interactive portals 
on both traditional and mobile sites 
should require strong passwords and 

automatically log out users after a pe-
riod of inactivity.

Admittedly, smartphones and tab-
lets are more likely to be misplaced or 
stolen than desktop computers. There-
fore, benefit funds should encourage 
mobile users to enable standard se-
curity features on handheld devices. 
Nearly all smartphones and tablets can 
be password-protected, and many sup-
port encryption tools as well.

While the responsibility for secur-
ing handheld devices rests with site 
visitors, benefit funds can encourage 
secure practices by including safety tips 
as part of the site disclaimer. This dis-
claimer, which details the terms of use, 
should appear whenever visitors sign 
on to the portion of the site containing 
personal information.

Anyone with access to more than 
their own or their dependent’s informa-

tion, such as employers and adminis-
trators, should be especially cautioned 
to secure their handheld devices. Users 
with access to extensive ePHI, such as 
providers utilizing a provider portal, 
should install encryption tools and en-
act the strictest security settings.

Of the breaches affecting 500 or 
more individuals reported to HHS, at 
least 11% involved a nonlaptop, por-
table electronic device, such as a tab-
let or smartphone. Nearly all of these 
breaches resulted from a lost device 
and, therefore, could have been miti-
gated by using encryption tools.2

Conclusion
With more and more members us-

ing mobile devices to access their ben-
efit information, fund offices should 
consider designing websites compatible 
with smartphones and tablets. Fewer 
graphics and larger navigation buttons 
are a must for smaller touchscreens and 
slower bandwidths.

While benefit funds can provide the 
same security features for mobile sites as 
traditional sites, it is ultimately up to end 
users to protect their personal informa-
tion, whether they access their benefits 
from a desktop or anywhere on the go.  

Endnotes

 1. Cisco Visual Networking Index: Global Mo-
bile Data Traffic Forecast Update, 2013–2018, 
available at www.cisco.com/en/US/solutions/ 
collateral/ns341/ns525/ns537/ns705/ns827/
white_paper_c11-520862.html.
 2. U.S. Department of Health and Human 
Services, “Breaches Affecting 500 or More Indi-
viduals,” available at www.hhs.gov/ocr/privacy/
hipaa/administrative/breachnotificationrule/
breachtool.html.
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